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ABSTRACT 

Personal data have become a merchandisable asset encouraging 

various stakeholders to collect data and trade them without the 

end-user’s awareness and acceptance. Privacy Flag combines 

crowd sourcing, ICT technology and legal expertise in order to 

enable citizens to monitor and control their privacy with a user 

friendly solution provided as a smart phone application and a web 

browser add-on. In this paper, firstly, we focus on collective 

protection frameworks and tools that intend to address the arising 

challenges with respect to citizen awareness over data protection. 

Then, we present the Universal Privacy Risk Area Assessment 

Methodology, as well as the main functionalities of two Privacy 

Flag tools we developed; the browser add-on and the smartphone 

application.1 
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1 INTRODUCTION 

Personal data have become merchandisable asset encouraging 

various stakeholders to collect such data and trade them without 

the end-user’s awareness and acceptance. In response, personal 

data protection is becoming a challenge both in terms of privacy 

and exploitation in 5G and IoT environment. The European Union 

(EU) has taken the lead in adapting the legal framework to better 

protect the citizens’ rights and interests. However, the extent of 

the Internet and smart phone applications, the fact that data can be 

retrieved without the owner’s knowledge and the vast majority of 

those applications are developed from outside the EU jurisdiction, 

strongly limit the possibility to effectively impose a privacy-

protection framework globally with a conventional approach. 

Moreover, privacy norms are perceived as “complex” by many 

citizens.  

Privacy is a complex and evolving concept. The perception of 

privacy may vary from one society to another, from one period of 
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time to another, and from one individual to another [1]. Under a 

broader consideration, privacy is the right to respect for a person's 

private and family life, his home and his correspondence. Several 

researches have “highlighted” the wide and multidimensional 

nature of privacy concerns (such as, for example, the concepts 

proposed in [2], [3]). Privacy has essentially a certain level of 

uncertainty: It is simultaneously a universal concern combined 

with different understandings, which may vary from one country 

to another, as well as from a domain of activity to another. This 

“duality” is reflected by a rather large number of international and 

regional conventions protecting privacy as well a certain level of 

heterogeneity among the national laws. 

The rise of new businesses, new architectures and new 

technologies through 5G (and IoT in particular [4]), can lead to a 

multiplicity of important challenges for security and privacy 

protection. In order to assure the necessary compliance, any 

related requirements may also impose strong constraints on 

networks and service platforms. 5G aims to help European 

citizens to manage their personal data, tune their exposure over 

the Internet and protect their privacy. Moreover, modern 5G 

design works should guarantee a high flexibility and expected to 

be driven by a service-like approach. The network should be 

flexible and quick to adapt to a broad range of usage requirements 

and offer converged services preserving security and privacy 

across a versatile architecture with unified control of any type of 

ICT resources [5]. It is worth mentioning that among the 

fundamental KPIs proposed in the framework of modern 5G-PPP 

enabled research activities is also the option of enabling advanced 

user controlled privacy [6].   

The Privacy Flag project combines the potential of 

crowdsourcing, ICT technologies and legal expertise to protect 

citizens’ privacy when visiting websites, using smartphone 

applications, or living in a smart city. It enables citizens to 

monitor and control their privacy with a user friendly solution 

made available as a web browser add-on, and a smart phone 

application,- all connected to a shared knowledge database. It 

aims to provide a new paradigm of privacy protection combining: 

(i) “endo-protection” with locally deployed privacy enablers 

protecting the citizen’s privacy from unwanted external access to 

their data, and; (ii) “exo-protection” with a distributed and crowd-

sourced monitoring framework, able to provide a collective 

protection framework together with increased citizens’ awareness 

and implicit pressures on companies to improve their privacy 

compliance. 

In this paper, we focus on collective protection frameworks 

and tools that intend to address the arising challenges with respect 

to citizen awareness over data protection. In particular, we 
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provide a literature overview on frameworks considering the 

degree of personalization and the type of information that is used, 

as well as tools for maintaining anonymity while browsing 

(Section II). We briefly present the Universal Privacy Risk Area 

Assessment Methodology (Section III), as well as the main 

functionalities of two Privacy Flag tools we developed; the 

browser add-on (Section IV) and the smartphone application 

(Section V). 

2 PRIVACY-CONTROL MECHANISMS AND 

TOOLS 

Various techniques based on reverse-engineering have been 

employed to shed some light on the degree of personalization and 

the type of information that is used. Bobble [7] is a Chrome 

browser extension allowing users to see how the search results 

that Google returns to them differ from the results that are 

returned to other users, by executing search queries from various 

world-wide vantage points under different conditions. This study 

reports that location-based factors introduce more inconsistencies 

than other profile-based factors do (i.e., search history, OS).  

Hannak et al. [8] investigate popular general e-commerce retailers 

and travel retailers sites. It analyses the results of searches 

performed by real-world users (recruited from Amazon’s 

Mechanical Turk), as well as for synthetically generated fake 

accounts. Taking into account factors, such as web browser, OS, 

account log-in, click history, and purchase history, they reveal 

numerous instances of price steering and discrimination. 

However, it cannot be systemically proved how the specific 

characteristics of users trigger the personalization. Similarly, the 

browser extension $heriff [9] identifies price variations in a set of 

online stores. The prices are obtained by a set of test users surfing 

the web for products of their interest and are correlated based on a 

variety of parameters, such as location, product type, log-in, 

personal budget-related information, OS, and web browser. The 

paper concludes that prices are mainly affected by the location, 

product type and log-in, but the analysis does not provide a 

concrete explanation of how price discrimination is actually 

applied. On the other hand, [10] focuses on whether airline 

companies (not travel aggregators or brokers) practice price 

discrimination on the tickets sold through their websites. 

Although a numerous set of different profiles were investigated 

based on OS, web browser, personal budget-based information, 

cookies and location, no any clear evidence of price 

discrimination is found. The aforementioned approaches focus on 

whether personalization is applied or not by investigating a set of 

websites. A slightly different approach is followed in [11]. In 

particular, XRay tool is not used for the identification of whether 

a web site applies personalization; instead it is a personal Web 

data tracking system, which correlates designated data inputs with 

data outputs results; each personal account is compared with a 

number of shadow accounts, which contain similar (not identical) 

subsets of data inputs. X-ray informs users how services (e.g., 

Gmail, Amazon, YouTube) use their data (by sending google ads, 

recommended products or videos) once they have it (e-mails, 

products in wishing lists, visited videos). The aforementioned 

tools aim to make users aware of how their personal data are 

actually used by online services. However, even if we assume 

such awareness, the collected data are not always used in favor of 

the user, since the user has no control on how personalization is 

designed. 

In order to keep maintaining anonymity while browsing, end 

users tend to adopt several obfuscation approaches. ShareMeNot 

[12] is a browser extension designed to prevent third-party buttons 

(such as Facebook’s “Like” or Twitter’s “tweet” button) 

embedded by web sites from tracking users. Tools such as 

Surfhidden [13] and [14] provide rotating IP address proxy 

servers; users send requests which are randomly routed through 

different proxy IP servers, in order to avoid IP-based tracking by 

the web sites. A different approach for avoiding data-profiling by 

search engines is chosen by the TrackMeNot tool [15]. 

TrackMeNot is a browser extension for Chrome and Firefox, 

which periodically submits random search queries to major search 

engines (AOL, Yahoo!, Google, and Bing). By submitting fake 

queries to confuse search engines, the user’s real queries are 

actually covered. Tor [16] is another obfuscation technique that 

directs Internet traffic through a worldwide distributed network 

consisting of thousand relays to conceal users’ location from 

network monitoring and traffic analysis. Tor network routes 

packets from a given source to a destination by establishing 

random paths through several relays. However, techniques like 

Tor were criticized due to their requirement of large number of 

volunteers and poor anonymity [17]. In response, [18] and 

AnonymousCloud [19] proposed the Cloud-based Onion Routing 

(COR), which employs moving onion-routing services to the 

cloud in order to leverage the large capacities, and robust 

connectivity inherent to datacenters. Tor Cloud [20] is a cloud-

based anonymization service for commercial use, which 

implements a full-scale Tor system running on the Amazon EC2 

cloud computing platform. Providing cloud-based Tor-like 

services for anonymization induces several technical, as well as 

market challenges, which are not well investigated so far. 

3 UNIVERSAL PRIVACY RISK ASSESSMENT 

METHODOLOGY 

The main backbone component of the Privacy Flag project is 

UPRAAM, the Universal Privacy Risk Area Assessment 

Methodology. The UPRAAM plays an important role in the 

framework of the full Privacy Flag project. It constitutes the 

“pivotal enabler” to translate the legal and technical risks into a 

methodology to be applied and implemented by the technical 

enablers. Thus, UPRAAM defines the way to “enable” the user to 

assess the level of risk that an application, a website or an IoT 

deployment would breach personal data protection norms. It 

structures the way end-user can assess this level of risk by 

gathering inputs for the evaluation of privacy risks.  

In order to “address” the various targeted use cases in the 

Privacy Flag, the UPRAAM must be: (i) Rather generic & 

universal, in order to be successfully applied to diverse objects, 

including websites, smart phone applications and IoT 

deployments; (ii) Reliable and trustable, and; (iii) Accessible & 

user-friendly, with a certain level of “user centricity” in the design 

and fine-tuning of the methodology. As complementary 

requirements, we can also mention: (i) the need to encompass and 

address both legal and technical risks, and (ii) an optimized 
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“Dynamicity”, with a process enabling to identify and assess any 

relevant risk, as well as to help mitigating it [21]. 

Taking into consideration UPRAAM, the Data Valuation Tool 

sets a way for users to evaluate their data by calculating a user 

score based on a set of questions regarding privacy protection. 

The Data Valuation Tool aims from the one side to re-use 

outcomes of UPRAAM and, in parallel, provides an input to 

UPRAAM regarding the user’s data valuation.  

The main element in the Privacy Flag Data Valuation Tool to 

create awareness upon data value is the comparison of ones’ 

perspective with the average user as calculated by the crowd. To 

achieve this, users are asked to first fulfil a questionnaire and then 

compare their answers with those of the average user. Going one 

step further and in relation with other valuation tools (e.g. Klout – 

see, for example [22] and [23]), a scoring framework is introduced 

to calculate a user-specific score based on the answers. In the end, 

both a final score and a question-specific score is provided as a 

scaled number from 1 to 100. This score also represents a person’s 

influence in different social media. The Klout Score is calculated 

as an aggregation of signals across several dimensions for each 

user (from social media, Wikipedia, etc.), creating a large feature 

set containing over two thousand features. Using additional 

weights obtained from models, the Klout Score generates a 

network or community scores and the score represents how 

important or less important a user value his or her data. 

While the score by itself is meaningless, the score is used to 

create a comparison value between the user and the rest of the 

crowd. For the calculation of the score the following concept is 

used: 

• Positive score, if the user response is towards privacy 

protection (e.g. will not share sensitive data), values: +1 

to +4. 

• Zero score, if the user response has no negative or 

positive feedback (e.g. will share his name or surname). 

• Negative score, if the user puts himself in privacy risks 

(e.g. will share openly sensitive data) values: -1 to -4. 

In addition to the above, and in order to create also an 

economic approach of the data value, users are asked to provide 

their perspectives regarding the economic value of their data. Both 

the score and especially the economic value are then passed to the 

system and are being used as “input” to the UPRAAM. 

As a final result, the user gets a visualization of both his/her 

generic score in comparison with the average user, as well as 

insights on specific questions (including the economic valuation) 

to create his/her own conclusions. In addition, the user has the 

option to submit his/her data in Privacy Flag, through an 

anonymized way. 

4 PRIVACY FLAG BROWSER ADD-ON 

4.1 Main Functionality Description 

The Privacy Flag web browser add-on is a tool that allows 

users to get information about potential privacy risks when 

browsing throughout the Internet. The add-on informs users 

whether a web site is considered safe or not based on the analysis 

conducted by the Privacy Flag back-end system; an analysis 

which includes both input gathered by technical enables and by 

exploiting the power of crowdsourcing data from end users 

incorporating the UPRAAM methodology. The Privacy Flag web 

browser add-on is one of the main points of interaction between 

end-users and the Privacy Flag project. 

The browser add-on communicates with the Privacy Flag 

back-end through a web service to exchange information as for 

example the site a user is visiting or the evaluation he or she is 

providing. The back-end tackles the evaluation of the web site 

(through both the UPRAAM assessment and the automatic 

assessment) and feeds back the web browser with the information 

on the risks involved with a specific website. The whole 

communication with the back-end needs to take into account the 

anonymization of the user. 

4.2  Functionality Workflow 

Following the above high level description, the workflow for 

the functionality of the web browser can be summarized as 

follows:  

Step 1: While the user browses through the sites, the browser 

add-on informs him of the current evaluation of the site by 

changing the color of its icon. The evaluation of the site comes 

from the existed information on the Privacy Flag back-end and 

contains both the automated evaluation (through the 

implementation of the Threat List Matrix) and the UPRAAM 

evaluation. If no evaluation exists, the add-on informs the user 

accordingly. In parallel the browser add-on starts calculating 

automatically possible threats (e.g. http and 3rd party cookies) and 

stores the information locally. 

Step 2: When the user opens the pop-up menu he gets a 

visualization of the site classification (Privacy Friendly/Not 

Friendly) and has the option to provide his own evaluation by 

answering the UPRAAM defined questions. 

Step 3: When the user submits his evaluation, a JSON file is 

created that contains the user answers, the automated calculated 

threats on the browser add-on and a unique identifier. 

Step 4: Crowdsourcing Evaluation Tool experts evaluate 

manually the web site and submit their evaluation to the database 

the Local Crowdsourcing Evaluation Tool Score   

Step 5: The back-end performs various calculation based on 

the threat matrix and in combination with forecasting 

epidemiology models calculates the browser add-on Local Threat 

Level Score. 

Step 6: PF back-end decides based on:  

• The browser add-on Local Threat Level Score, 

• The Local Crowdsourcing Evaluation Tool Score, 

• Mean Threat Level Score, 

• Mean Crowdsourcing Evaluation Tool Score. 

4.3  Threat Evaluation and GUI 

The evaluation of the website is based on the top 25 threat 

matrix. For the evaluation to take place a number of the threats are 

implemented on the browser add-on while others are executed 

remotely on the PF back-end. For the implementation of the threat 

a number of javascript libraries are used, including chrome APIs. 

The following list of threats presents the ones implemented in 

the add-on: 

• Does the website provide data encryption (SSL/TLS)? 
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• What information does the website/server directly learn 

about a user (using forms)? 

• Which communication parties is data transferred to? 

• Does the website use HTML cookies? 

• Does the website use third party cookies? 

• Does the website use HTML5 Web SQL database? 

• Does the website use LSOs? 

Figure 1 depicts the GUI of the Privacy Flag browser add-on. 

 

 

 

Figure 1: The Privacy Flag Browser Add-on GUI 

5  PRIVACY FLAG SMARTPHONE 

APPLICATION 

5.1 Main Functionality Description 

The Privacy Flag smartphone application allows users to get 

information on potential privacy risks from installed applications 

in their Android-powered mobile phones and tablets. The 

application informs users whether installed software is considered 

privacy friendly or not friendly based on the analysis conducted 

by the Privacy Flag back-end system, an analysis which includes 

both input gathered by technical enables and by exploiting the 

power of crowdsourcing data from end users incorporating the 

UPRAAM methodology. Combined with the Privacy Flag web 

browser add-on, the smartphone application is one of the main 

points of interaction between end-users and the Privacy Flag 

project. 

Similarly to the browser add-on, the smartphone application 

communicates with the Privacy Flag back-end through a web 

service to exchange information related to the already installed 

applications. The back-end tackles the evaluation of the apps 

(through both the UPRAAM assessment and the automatic 

assessment) and feeds back the application with the information 

on the risks involved with a specific application. 

5.2  Functionality Workflow 

Following the needs of the project, the functionality of the 

application was updated as follows: 

Step 1: When first installed and opened, the application asks 

users to submit for a first and only time their preferences in 

regards to privacy and the user permission. The user’s answers 

and main information are passed to the backend through a JSON 

format file, in order to include this in the following calculations.  

Step 2: The smartphone application reads the user’s installed 

applications (and checks for new or updated ones if this is not the 

first time the user uses the PF application) and sends the list of 

applications to the backend in order to retrieve their evaluation 

(privacy friendly, not friendly or not evaluated). 

Step 3: The users browse among the installed applications and 

can view its evaluation and the user set permissions that have 

been given to the app.  

Step 4: The smartphone evaluations contributors manually 

evaluate applications and submit their evaluation to the database. 

This is called the Crowdsourcing Evaluation Tool score. In 

addition the user set permissions of the application are also 

transmitted to the backend 

Step 5: The Privacy Flag backend performs various 

calculations based on Artificial Intelligence and Machine 

Learning algorithms. It also employs advanced statistical and 

epidemiological models to detect outliers (applications with vastly 

different Threat Level Scores) which indicate possible data 

leakage. The outputs of the database calculations are the Mean 

Threat Level Score and the Mean Crowdsourcing Evaluation Tool 

Score. 

Step 6: The PF backend decides based on: 

• The smartphone application’s Local Threat Level Score, 

• The Local Crowdsourcing Evaluation Tool Score, 

• Mean Threat Level Score, 

• Mean CET Crowdsourcing Evaluation Tool Score. 

5.3  Threat Evaluation and GUI 

The automated evaluation is related to the user set permissions 

of an application. Those may include body sensors, calendar, 

camera, contacts, location, microphone, phone, SMS, and storage.  

 

 

Figure 2: The Privacy Flag Smartphone Application viewing 

specific applications (left) and providing user evaluation 

(right). 
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Each time an application evaluation is submitted, the 

permissions that are given to this application are also passed on to 

the backend in order to be included in the evaluation process. 

Figure 2 depicts the GUI of the Privacy Flag smartphone 

application 

6  CONCLUSIONS 

Crowdsourcing is a model capable of aggregating talent, 

leveraging ingenuity while reducing the costs and time formerly 

needed to solve problems. Additionally, the rise of crowdsourcing 

correlates with the rise of the Internet and web technologies and it 

is enabled only through the technology of the web, which is a 

creative mode of user interactivity, not merely a medium between 

messages and people. The above-mentioned activity is an 

emerging and promising model for information gathering and 

problem solving that is already transforming industry and 

scientific practices, allowing researchers to access to human 

resources in a scope that was not possible before. As the use of 

crowdsourcing is increasing in many sectors, it opens up new 

horizons for scholars in the field of communications, technology 

and other sciences. 

The actual Privacy Flag EU-funded research effort is built on a 

crowdsourcing model to design and select the best solution to 

protect their privacy and data ownership. Crowd sourcing 

dramatically increases the number of potential “good ideas” 

provided by a large number of sources and to filter solution that 

would not be accepted by the end-users. Privacy Flag should 

enable the “wisdom of the crowd” to improve privacy and data 

ownership. Furthermore an effective set of tools should be 

promoted to identify risks and prevent data misuse using viral 

dissemination to produce increases in awareness, thus serving 

project’s specific aims. 

In this paper, we investigated collective protection frameworks 

and tools intending to address the arising challenges with respect 

to citizen awareness over data protection. Additionally, we 

presented the main functionalities of the two Privacy Flag tools 

we developed; the browser add-on and the smartphone 

application. 
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